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Oyvecuiew

Module 3 focuses on identifying signs of child exploitation from
the perspective of victims or those at risk. It aims to educate
about safe online practices and preventive measures. The
module also guides conducting effective awareness campaigns
both online and offline and includes practical learning through
interactive role-playing exercises.

Objectives =

e Recognize potential signs of online sexual exploitation in
children, focusing on changes in isolation behaviors, social
life, and emotional well-being.

e Share best practices for maintaining online safety

e Implement preventive measures for children to reduce the
risk of online exploitation

e Guide participants in conducting effective online and offline
awareness campaigns

e Interactive role-playing scenarios to provide practical insights
and understanding of different situations related to child
exploitation.
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Warning signs A

Recognizing signs of potential online sexual exploitation in children is crucial for early
intervention and support. These signs can be broadly categorized into behavioural changes
related to isolation, social interactions, and emotional well-being.

1. Isolation Behaviors: When a child is being targeted or exploited online, you may notice that
they are increasingly isolating themselves and perhaps becoming more secretive. Although
seeking more privacy is a part of normal adolescent development, an increase in secretive
behaviour, especially with strong emotional reactions, may require further attention

Often closing the door while using technology or hiding the screen when someone comes
in.

Spending more time on digital media.

Being less open about their online interactions or activities.

Staying up late on their devices, more than they used to.

Showing possessiveness over their phone or other devices, and reacting with agitation or
fear if others try to use them.

Role Play : Isolation Behavior Scenario

Setting: Family home

Characters: Parent/Guardian, Child (aged 13-15), Sibling/Friend

Situation: The child frequently shuts the door when using technology and
shows anger when the parent inquires about their online activities. Noticing
this, the parent decides to initiate a conversation.

Objective: To role-play the conversation between the parent and the child,
focusing on expressing concern, asking open-ended questions, and observing
the child’s reactions.
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2. Changes in Social Life: Being aware of alterations in a child's social habits is crucial, as
these could signal potential online exploitation. While seeking independence and spending
more time with friends is a typical part of youth development, certain changes that negatively

imp

act their daily routine or create risky situations might indicate deeper issues.

Talk vaguely about a ‘new friend’ but don’t offer any further information.

Spend more time talking with this ‘new friend’ but doing so in a secretive way, different
from how they might behave with other friends.

Leave the home for longer periods of time with little to no explanation about where they
are going.

Spend more time talking with ‘friends’ through social media or the internet, and no longer
hanging out with their larger friend group as frequently.

Miss increasing amounts of school in order to be able to talk with their ‘friend’, canceling
plans, or not wanting to attend previously enjoyed after-school activities (i.e. sports, arts,
etc...)

Receive ‘gifts’ (such as new electronic devices, clothing, digital currency etc) but will not
share where they got it from or who gave it to them.
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Role Play: Changes in Social Life Scenario I

o Setting: Parent-teacher meeting or a school setting

e Characters: Teacher/School Counselor, Parent/Guardian, Child

e Situation: The child talks vaguely about a new online friend and has been
missing school activities. The teacher or counsellor notices these changes
and initiates a discussion with the parent and child. g

* Objective: To role-play a sensitive conversation addressing the child’s recent
behaviour changes, exploring the nature of the new friendship, and assessing
any potential risks.
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3. Emotional Changes: A child may also start showing noticeable changes in mood or
personality. It's important to note that these emotional changes may come up for a variety of
reasons and may not be related to online exploitation. However, any major changes in mood or
personality indicate that a child needs further support - no matter what it is they might be
dealing with.

e Sudden outbursts of anger or irritation.

e Engagement in self-harm or risky behaviors, potentially as coping mechanisms.

¢ Signs of unexplained sadness, fear, anxiety, and low self-esteem.

e Altered eating or sleeping patterns and regression to earlier childhood behaviors like

bedwetting.—#

While these signs can be indicative of various issues, significant changes in mood, behavior, or
social interactions should be taken seriously, as they may signal a child's need for support,
whether related to online exploitation or other challenges.

Children who are targeted for online sexual exploitation often exhibit certain vulnerabilities
that make them more susceptible.

e Recent grief and loss

e [ack of permanent and dependable housing

e Developmental, intellectual, or physical disability

e Experiencing exploitation in the past

e [solation, lack of peer connection, or emotional support

e Questions about sexual identity and/or identifies as LGBTQIA+

e No safe outlet to explore sex and sexuality

e [ack of information about healthy sexuality development and relationships



* Protect Digital Footprints: Learn the importance of being mindful about what is shared
online. "Pause before Posting" should become your mantra, as each post, like, or share
contributes to your digital legacy.

A digital footprint is the trail of data you leave behind while using the Internet. It includes the
websites you visit, the emails you send, and the information you submit to online services.
There are two main types of digital footprints

Active Digital Footprints: These are the
traces you leave intentionally through
actions like posting on social media,

Passive Digital Footprints: These are
generated when information is collected
about you without you actively sharing it.

writing blogs, or leaving comments on
websites. Active footprints are created

when you deliberately share information
online, whether it's a tweet, a Facebook

post, a blog online

transaction.

article, or an

This can happen through web browsing,
where websites collect data about your
activity without you necessarily being
aware of it. For example, a website might
track your IP address or the type of browser
you are using.

e Regular Checks: Implement a routine of regularly checking and updating your account
settings and overall digital presence. This process should include reviewing friend lists,
checking shared content, and verifying that your personal information, such as phone
numbers and home addresses, is not exposed publicly or shared more widely than
necessary.

e Anti-bullying: Understand how to recognize, respond to, and prevent cyberbullying. This
includes to protect yourself, offer support to others, and effectively report online
exploitative behaviours.

e Credibility Check: In a time where information is abundant and not always accurate,
verifying the reliability of sources is crucial, particularly in the context of news and other
information. Try to develop skills to discern fact from fiction.

































