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Session Objectives

e Understand the importance of digital security in the context of social media.
e |dentify common threats associated with social media platforms.
e Learn best practices to protect personal and organizational information online.
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7. Introduction to
Social Redia and
Digital Security

The Role of Social Media in Modern Society

e Connectivity: Platforms like Facebook, Twitter, and Instagram connect billions
globally, facilitating communication and information sharing.

e Business and Marketing: Companies utilize social media for branding, customer
engagement, and advertising.

The Importance of Digital Security

e Definition: Protecting digital information from unauthorized access, cyber threats,
and data breaches.

e Relevance: As reliance on digital platforms grows, safeguarding personal and
professional data becomes crucial.
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2. Common Threats
onisocialiMedia

Phishing Attacks

e Description: Fraudulent messages designed to trick
individuals into revealing sensitive information.

e Example: Links claiming to be from legitimate
sources directing users to fake login pages.

Account Hijacking
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e Description: Unauthorized access to user accounts,
often leading to malicious activities.

e Case Study: In July 2020, high-profile Twitter accounts were compromised to
promote a cryptocurrency scam, highlighting vulnerabilities in social media security.

Sextortion Scams

» Description: Persistent unwanted attention or surveillance causing distress.

 Example: A woman's life was disrupted by relentless online abuse, including account
hacking and impersonation, underscoring the severe impact of digital stalking.
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8. Best Practices for
Enhaneing Digital
Seeurity

Use Strong, Unique Passwords

e Recommendation: Create complex passwords combining letters, numbers, and
symbols; avoid reusing passwords across platforms.

Enable Two-Factor Authentication (2FA)

» Description: An extra layer of security requiring a second form of verification, such as
a code sent to your phone.

Be Cautious with Links and Messages

e Advice: Avoid clicking on suspicious links or downloading attachments from unknown
senders.

Regularly Update Privacy Settings

» Action: Adjust social media settings to control who can access your information and
posts.

Monitor Account Activity

» Suggestion: Regularly review account activity logs for unauthorized actions.

Educate Yourself and Others

e Importance: Stay informed about the latest security threats and share knowledge
with peers.



4. Responding te
Seeurity Breaches

Immediate Steps

e Change Passwords: Update passwords immediately upon suspicion of a breach.

* Notify Contacts: Inform friends and followers if your account has been compromised
to prevent further spread of malicious content.

Utilize Platform Recovery Features

e Example: Facebook introduced a feature allowing users to regain access to hacked
accounts by submitting a video selfie for identity verification.

Report Incidents to Authorities

e Action: For serious breaches, such as stalking or significant data theft, contact law
enforcement agencies.




2020 Twitter Account Hijacking

 Incident: High-profile accounts were hacked to promote a Bitcoin scam.
e Method: Attackers used social engineering to access Twitter's internal tools.

e Outcome: Highlighted the need for robust internal security protocols.

Personal Account Recovery: Facebook's Video Selfie
Verification

e Development: To expedite account recovery, Facebook implemented a feature
requiring users to submit a video selfie for identity verification.

* Impact: Aimed at reducing the time and effort required to regain control of
compromised accounts.
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6. The Role of
organizations in

Prometing Digital
Seeurity

Educational Institutions

* Responsibility: Integrate digital literacy and security practices into curricula.

Businesses

e Action: Implement comprehensive cybersecurity policies and conduct regular
employee training.

Government Agencies

* Initiative: Develop regulations and provide resources to protect citizens online.
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Trusted Resourees
to Report, Seelk Help,
and Recover from
Digital Barm

1. Report Remove (NSPCC)

» Purpose: Delete explicit images of minors online
e Link: https://www.childline.org.uk/remove

2. Cyber Crime Portal (India)

e Purpose: Report cyberbullying, sextortion, and digital crimes
e Link: https://cybercrime.gov.in

3. Childline 1098

 Purpose: 24x7 helpline for children in distress
» How to Access: Call 1098 from any mobile or landline

4. Instagram Safety Centre

» Purpose: Reporting, blocking, and account recovery tools
e Link: https://about.instagram.com/safety

5. Facebook Security Help

e Purpose: Recover hacked accounts, report impersonation
e Link: https://www.facebook.com/hacked

6. Google Safety Centre

e Purpose: Tips and tools to secure Google accounts and devices
e Link: https://safety.google
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Discussion and Q&A

» Topics: Addressing emerging threats, sharing personal experiences, and exploring
advanced security measures.

Additional Resoureces

e Online Safety Guides: Organizations like the NSPCC offer resources such as the
Report Remove service to help individuals manage online safety concerns.

» Cybersecurity Training: Platforms offering courses on digital security best practices.

Note: This session plan incorporates recent incidents and developments to provide up-to-date
information on social media and digital security.




About DtZ SUFASEC

Sexual exploitation of children (SEC) is a grave violation of children’s rights and affects
millions of children and youth annually, regardless of gender. No region, country or child is
immune. However, girls, boys and children with other gender identities face differing levels of
risk to different manifestations of SEC depending on their intersectional vulnerability factors.
It impacts heavily and long-lasting on their physical, emotional and mental well-being. It
deprives children and youth of establishing healthy (sexual) relationships and from developing
to the best of their potential. The DtZ SUFASEC programme is designed to combat SEC. It will
work in 12 countries in Latin America and Asia: Bangladesh, Bolivia, Brazil, Colombia,
Dominican Republic, Guatemala, India, Indonesia, Laos, Nepal, Philippines and Thailand.

About Children of India Foundation

Children of India Foundation, an affiliate of Terre des Hommes Netherlands in India, is a non-
profit organisation which empowers children and families from socio-economically vulnerable
communities. We address child labour, child marriage and child sexual exploitation, ensuring
access to education, health care, livelihood and child protection.
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